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Deepfakes- Serious threat in context of India

1. Abstract

Deepfake technology, powered by artificial intelligence (Al), can create
highly realistic but fake videos and images. This poses a serious threat to

law, society, and national security. In India, deepfakes are being used for

cybercrimes, online harassment, blackmail, and spreading false information.

These Al-generated media challenge the authenticity of truth, disrupt legal

proceedings, and endanger national stability. As deepfakes become more
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sophisticated, they threaten people’s rights, weaken democracy, and

complicate law enforcement.
Author’s Opinion

Author Rajesh J Ovhal stated, "The future of AI will be shaped by the
mental state of human beings, who hold the power to make it responsible,

destructive, or progressive."

This quote highlights that Al is a double-edged sword. If used responsibly,
it can be beneficial; if misused, it can cause harm. The key issue is how
Indian laws and the judiciary can counter the dangers of deepfakes while

ensuring AI’s ethical use for progress.

Deepfake technology is widely misused in crimes such as identity theft,
financial fraud, and political manipulation. Women are particularly
vulnerable to deepfake-based harassment, making online safety and privacy
major concerns. While Indian laws like the Information Technology Act,
2000, and the Bhartiya Nyay Sanhita (2023), address cybercrimes, they
struggle to keep up with deepfake-related offenses. Courts face challenges
in verifying the authenticity of digital evidence, raising doubts about its
reliability. Without proper verification methods, deepfakes can easily

mislead legal authorities.

Deepfakes also threaten national security by spreading fake news,
influencing elections, and creating political instability. Many countries,
including the U.S., the European Union, and China, have enacted laws to
combat deepfake threats. However, India still lacks a dedicated legal
framework to address deepfake-related crimes, making law enforcement

efforts ineffective.

One of the biggest legal hurdles is determining whether a video or image is

real or fake. Indian courts rely on the Indian Evidence Act, 1872, which was

GSJ© 2025
www.globalscientificjournal.com



GSJ: Volume 13, Issue 2, February 2025
ISSN 2320-9186 1619

not designed to handle Al-generated content. Without advanced forensic
tools, it becomes difficult to trust digital evidence. Blockchain technology
offers a potential solution by making digital records tamper-proof and
ensuring authenticity. If courts integrate blockchain-based verification
systems, they can improve the credibility of digital evidence and prevent

manipulation.

This paper also analyses Indian and global case laws related to deepfakes.
Cases like Faheema Shirin v. State of Kerala (2019) and Shreya Singhal
v. Union of India (2015) reflect the Indian judiciary’s approach to digital
rights and privacy. Internationally, cases like Deepfake Pornography
Victim v. Unknown Perpetrator (UK, 2020) and the U.S. Federal Trade
Commission’s action against Al-manipulated fraud highlight how courts are
adapting to Al-driven misinformation. These cases emphasize the urgent
need for India to implement strong legal measures against deepfake-related

offenses.

To combat deepfakes effectively, this study recommends introducing
stricter laws, improving cyber law enforcement, and using blockchain-
based verification for digital content. Public awareness campaigns should
educate people about deepfake threats, and law enforcement agencies must

be equipped with advanced Al detection tools.

A balanced approach is needed to counter deepfakes while protecting
fundamental rights and ensuring responsible technology use. As Al evolves,
the way humans choose to use it will determine whether it becomes a tool

for innovation or a weapon of deception.
2. Introduction

Deepfake technology uses artificial intelligence to fabricate hyper-realistic

audio and video content. Initially developed for entertainment and research,
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it has now evolved into a major concern, as it is widely exploited for
misinformation, cyber threats, and evidence manipulation. In India, the
legal framework is still developing to address the growing dangers posed by
deepfake content, raising challenges for law enforcement, judicial

proceedings, and national security.

This paper explores the social, legal, and security threats posed by

deepfakes in India, focusing on the following key areas:
o Deepfake-Enabled Cyber Crimes
> Deepfake Blackmail and Extortion

One of the most alarming applications of deepfakes is blackmail. Criminals
manipulate existing videos or generate entirely fake ones that appear to
show the victim engaging in illegal, unethical, or embarrassing behavior.
These videos are then sent to the victim with threats of public exposure

unless a ransom is paid.
Real-World Example

In 2019, a Hong Kong-based company lost $35 million when criminals
used deepfake voice technology to impersonate the company’s director,

convincing an employee to transfer funds to an offshore account.

Why It Works
High-quality deepfake videos are difficult to differentiate from real footage.
Victims fear reputational damage and legal consequences.

Social media and instant messaging make it easy to spread deepfake content

rapidly.

2. Identity Fraud and Financial Scams
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Deepfake technology is increasingly used for identity theft, where criminals
clone a person's voice and facial features to bypass security measures such
as biometric authentication. This is particularly dangerous in the banking

and financial sectors, where voice recognition is often used for transactions.
Case Study: Synthetic Voice Fraud in the UK

In 2020, a UK-based energy company was defrauded of $243,000 after
cybercriminals used deepfake voice technology to impersonate the CEO. The

scammers convinced an employee to transfer funds to a fraudulent account.
Methods Used in Identity Fraud:

Al-generated video calls to deceive banks or businesses.

Synthetic voice technology for fraudulently authorizing transactions.

Fake video messages used in stock market manipulation or CEO fraud.
3. Misinformation and Corporate Sabotage

Corporations and governments are vulnerable to deepfake-driven
disinformation campaigns that can be used to manipulate markets, ruin

reputations, and spread false narratives.
Example: Stock Market Manipulation via Deepfakes

In 2023, a deepfake video of Elon Musk purportedly endorsing a fraudulent
cryptocurrency led to massive investments before the scam was exposed,

causing financial losses.
Corporate Risks:

Deepfake-generated audio can be used in corporate negotiations to leak false

statements.
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Fake videos of executives making controversial remarks can damage a

company's reputation.

Fraudulent deepfake emails or video calls can lead to data breaches and

financial loss.
4. Deepfake-Assisted Phishing and Social Engineering

Traditional phishing scams involve emails or messages impersonating
trusted sources. With deepfake technology, cybercriminals can now use
realistic video or voice calls to make their phishing attempts even more

convincing.

Example:

Scammers create a deepfake video of a company’s CFO requesting a
financial transfer, tricking employees into wiring funds to fraudulent

accounts.
Why It’s Effective:

Employees are more likely to believe a video or voice message than an

email.

Attackers can manipulate victims into sharing passwords, bank details, or

confidential information.

» Online harassment and defamation: Deepfakes allow
cybercriminals to manipulate digital content in ways that make it
nearly indistinguishable from real media. This technology is

increasingly used for:
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Creating and Spreading Fake Adult Content

Al-generated explicit videos falsely portraying victims are used for revenge

porn, blackmail, and public humiliation.

Women are disproportionately targeted, often leading to severe emotional

trauma and reputational damage.
Fabricating Fake Statements and Actions

Political figures, journalists, and influencers are falsely shown making

controversial or offensive remarks.

These manipulated videos are spread across social media to damage

credibility and manipulate public opinion.

Weaponizing Social Media for Character Assassination

Fake content is strategically distributed on platforms like Twitter, Facebook,

and WhatsApp to tarnish a person’s image.

Victims often struggle to prove the falseness of the deepfake due to the

sophistication of the technology.
Targeting Women with Deepfake Harassment

Many cases involve the non-consensual creation of explicit deepfake

content featuring women.

Such content is then used to shame, blackmail, or silence victims in

professional and personal spaces.

Real-World Cases of Deepfake Harassment and Defamation
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1. The Deepfake Pornography Epidemic

A 2019 report found that 96% of all deepfake content online was
pornographic, with nearly all of it targeting women. Al-generated explicit
content has been used to destroy reputations, force victims into silence, or

extort money from them.
Example: South Korea’s Deepfake Scandal

In 2020, authorities in South Korea arrested individuals for operating
Telegram groups that circulated deepfake pornography of K-pop stars and

ordinary women.

Victims experienced severe psychological distress, job loss, and social

stigma.
Example: Indian Victims of Deepfake Pornography

Women journalists and activists in India have been targeted with explicit

deepfake videos created to discredit their work.

In 2021, an Indian woman activist’s face was superimposed onto explicit

content, which was then widely shared online.
2. Political and Journalistic Defamation

Deepfake videos have been used in political smear campaigns, damaging

reputations and manipulating public perception.
Example: Deepfake Video of Indian Politician

During the 2020 Delhi Assembly elections, a political party used deepfake
technology to modify a candidate’s speech to appeal to different linguistic

communities.
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While not defamatory, this case highlighted the potential for political misuse
of deepfakes.

Example: Deepfake Attack on Journalists

Globally, journalists critical of governments have been targeted with
deepfake videos falsely portraying them in compromising situations to

undermine their credibility.
3. Deepfake Cyberbullying Among Teenagers

Young girls have been victimized by deepfake content in cyberbullying

cases, where their faces were superimposed onto explicit videos.

In 2023, a teenage girl in the US became the victim of a deepfake porn

scandal that led to severe mental health consequences.
» Challenges in family law cases and criminal cases:

Family law cases, including divorce, child custody disputes, and domestic
violence allegations, heavily rely on digital evidence such as text messages,
videos, and voice recordings. The emergence of deepfake technology has
made it easier for individuals to present manipulated evidence in court,

leading to biased judgments and emotional distress for victims.
How Deepfakes Are Misused in Family Law Cases
1. Fabricated Evidence in Divorce Cases

o Spouses can create deepfake videos or audio recordings falsely
depicting their partners engaging in infidelity, abusive behavior, or

criminal activities.

o Such evidence can be used to gain an advantage in divorce

settlements, property disputes, or alimony claims.
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2. Manipulated Audio in Child Custody Disputes

o

Parents in custody battles may present deepfake-generated voice
recordings of their spouse allegedly abusing their child, affecting the

court’s decision.

Courts often prioritize the child's safety, and such falsified evidence

can lead to unfair custody rulings.

3. False Domestic Violence Accusations

Deepfake videos or manipulated voice recordings can be used to

falsely implicate a spouse in domestic abuse cases.

This can result in restraining orders, loss of parental rights, and even

criminal charges.

Real-World Example

e Deepfake Used in a Divorce Case (Unverified News, 2021)

A U.S. court reportedly reviewed a case where a husband presented a

deepfake video of his wife in an intimate act with another man to secure a

favorable divorce settlement. Upon forensic examination, the video was

found to be fake. This case highlights the potential for deepfakes to mislead

the judiciary.

Judicial Challenges in Family Law Cases

1. Difficulty in Verifying Authenticity of Evidence

o

o

Courts lack advanced forensic tools to detect Al-generated

manipulations.

Many family court judges are not trained in digital forensics.

2. Emotional and Psychological Impact on Victims
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o Falsely accused individuals may suffer psychological distress,

financial losses, and reputational damage.

o Children caught in deepfake-influenced custody battles may

experience long-term trauma.
3. Increased Case Complexity and Delays

o Courts must now conduct thorough digital forensic analysis before

accepting video or audio evidence, delaying proceedings.

Challenges in Criminal Cases Due to Deepfake Technology

Deepfake technology poses a major threat to the integrity of criminal investigations
and trials. Law enforcement agencies and courts rely heavily on video surveillance,
recorded confessions, and witness testimonies. The introduction of deepfake-
generated false evidence creates opportunities for criminals to evade justice or frame

innocent individuals.
How Deepfakes Are Misused in Criminal Cases
1. Alibi Manipulation Using Deepfakes

o The legal maxim "A/ibi" (Latin for “elsewhere”) is used by

defendants to prove they were not present at the crime scene.

o A defendant could use deepfake technology to fabricate CCTV
footage, video calls, or social media live streams showing them in

another location at the time of the crime.

o Courts may struggle to differentiate between real and Al-generated

alibi evidence, allowing guilty individuals to escape justice.

2. Fabricated Video Confessions
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o Criminals can create deepfake confessions of innocent individuals,

misleading law enforcement agencies.

o Manipulated videos can be used to frame rivals, political opponents,

or business competitors.
3. Fake Surveillance Footage

o Al-generated deepfake surveillance footage can alter crime scene

evidence, misleading investigations.

o A suspect could replace their face with another person’s image in

CCTV recordings, shifting the blame.
4. Tampering with Witness Testimonies

o Witnesses or whistleblowers can be discredited using deepfake videos

portraying them engaging in illegal or unethical activities.
o This can silence key witnesses and obstruct justice.
Real-World Cases Involving Deepfake Misuse in Criminal Cases
o Deepfake Alibi Attempt (China, 2022)

o Inacase reported in China, a man attempted to use Al technology to
generate a fake video call as an alibi, claiming he was in a different

city at the time of a crime.

o Investigators later identified inconsistencies in the footage, proving it

was artificially generated.

o Deepfake to Discredit a Journalist (Mexico, 2023)

o A journalist investigating cartel violence was targeted with a deepfake

video depicting him accepting bribes from criminal organizations.
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o The video was widely circulated online, damaging his credibility and

putting his life at risk.
Judicial Challenges in Criminal Cases
Weaknesses in Digital Forensics

o Law enforcement agencies lack access to Al-based forensic tools to

detect deepfakes.

o Criminals can use advanced deepfake techniques to bypass traditional

forensic analysis.
Burden of Proof on Victims

o Innocent individuals falsely implicated in deepfake-generated crimes

must prove their innocence, shifting the legal burden unfairly.
Difficulty in Amending Evidence Laws

o Existing laws do not specifically address deepfake evidence, making

it challenging for courts to reject Al-generated false content.

e National security risks: Deepfakes have been used to spread false
narratives, influence public opinion, and manipulate elections. They can also
be exploited in espionage activities, where Al-generated fake videos of
political leaders or security personnel could create instability and diplomatic

tensions.

o Blockchain-based solutions: To counter deepfake evidence manipulation,
blockchain technology offers a promising solution. By using decentralized
and immutable digital ledgers, blockchain can help verify the authenticity
of audio and video content, ensuring that digital evidence remains tamper-

proof and credible in legal proceedings.
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o As deepfake technology continues to evolve, it is crucial for India to develop
robust legal mechanisms, technological safeguards, and awareness
initiatives to mitigate the associated risks. Strengthening laws, integrating
Al-driven detection systems, and promoting responsible digital literacy are
key steps to counter the growing influence of deepfakes in society.

 This study delves into these pressing concerns and explores potential legal
and technological strategies to combat deepfake-related crimes,
emphasizing the need for swift regulatory intervention to safeguard

individual rights, legal integrity, and national security.

3.Hypothesis

This study hypothesizes that deepfake technology poses a significant legal,
social, and security threat in India, requiring urgent legal reforms and
technological solutions such as blockchain verification to counteract fake

media evidence.
4. Research Methodology

This research follows a qualitative approach by analysing case laws, legal

provisions, and expert opinions. The methodology includes:

o Doctrinal Research: Examining statutes, case laws, and legal literature to

understand the legal framework governing deepfake-related crimes.

o Comparative Analysis: Evaluating global responses to deepfake technology
and comparing them with India's legal approach to identifying gaps and

best practices.

o Technology Assessment: Exploring the effectiveness of blockchain-based
solutions for verifying the authenticity of digital evidence and preventing its

manipulation in legal proceedings.
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5. Analysis of Deepfake Threats in India

In India, deepfake threats extend across various domains, including
cybersecurity, politics, law enforcement, national security, and social media
manipulation. From political misinformation campaigns to online
harassment and blackmail, deepfakes are being weaponized to manipulate
public opinion, defame individuals, and undermine the credibility of digital

evidence in legal proceedings.

This analysis explores the growing deepfake threat in India, its impact on
different sectors, real-world incidents, legal challenges, and the measures

required to mitigate its dangers.

1. The Growing Deepfake Threat in India

Deepfake technology in India is being used for malicious purposes,
including misinformation, cybercrime, defamation, and fraud. Several

factors contribute to the increasing prevalence of deepfakes in India:

« Rapid digital adoption: India has one of the world's largest internet user

bases, making it an ideal target for digital misinformation.

e Political and social polarization: Fake videos and manipulated speeches are

often used to mislead voters or incite communal tensions.

o Weak digital literacy: Many users are unaware of deepfake manipulation,

making them more susceptible to false content.

Major Areas Affected by Deepfakes in India

Sector Threats Posed by Deepfakes
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Politics Election manipulation, fake speeches,
and false propaganda

Cybercrime Blackmail, financial fraud, identity
theft

Law Manipulated evidence, wrongful

Enforcement convictions

National Espionage, terrorist propaganda,

Security misinformation campaigns

Social Media Online harassment, defamation,
revenge porn

2. Deepfakes and Political Manipulation in India
How Deepfakes are Used in Indian Politics

Political deepfakes are being used to spread misinformation, alter public
perception, and manipulate electoral outcomes. Al-generated videos of
political leaders making false or inflammatory statements can mislead

voters and disrupt democratic processes.
Real-World Incidents
1. Delhi Assembly Elections (2020)

A political party used deepfake technology to translate a candidate’s speech
into different languages. While the intent was outreach, this case highlighted

the potential for deepfake misuse in future elections.

Experts warned that, in subsequent elections, deepfakes could be used

maliciously to fabricate controversial statements by political figures.
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2. Misinformation During Farmers’ Protests (2021)

Deepfake videos of protest leaders making provocative statements were

circulated on social media.

These manipulated videos fueled tensions and misled the public, showcasing

how deepfakes can be used to amplify social unrest.
Impact of Political Deepfakes

Erosion of public trust: Voters may struggle to differentiate between real and

manipulated content.

Threat to democratic processes: Misinformation campaigns can influence

electoral outcomes unfairly.

Increased polarization: Deepfake content can be used to incite communal or

political divisions.
3. Deepfake Cybercrimes in India

Deepfake technology has become a powerful tool for cybercriminals
engaging in blackmail, identity theft, financial fraud, and social engineering

attacks.
How Cybercriminals Use Deepfakes
Deepfake Blackmail and Extortion

o Criminals create explicit deepfake videos of victims and threaten to

release them unless a ransom is paid.
o Women, journalists, and celebrities are the primary targets.
2. Financial Fraud via Deepfake Voice Cloning

o In 2021, cybercriminals used Al-generated voices to impersonate

corporate executives and authorize fraudulent money transfers.
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o Deepfake voice phishing scams (vishing) have been reported, where

scammers trick bank employees into transferring funds.
3. Identity Theft and Fake Job Interviews

o Scammers use deepfake videos to impersonate real people during

remote job interviews, defrauding employers.

o Fake biometric verification videos have been used to gain

unauthorized access to banking systems.
Example: Al-Generated CEO Voice Scam (2022)

e Aleading Indian company lost millions after fraudsters used deepfake voice

technology to impersonate its CEO.

e The scammers instructed an employee to transfer funds to fraudulent

accounts.
Challenges in Tackling Deepfake Cybercrimes
o Difficult detection: Al-generated content is becoming harder to identify.

o Lack of forensic tools: Indian law enforcement lacks advanced deepfake

detection capabilities.

o Slow legal action: The absence of deepfake-specific laws makes prosecution

difficult.
4. Legal and Judicial Challenges in India

India currently lacks specific legislation to regulate deepfake technology,
making it difficult to combat its misuse. However, several existing laws can

be applied to deepfake-related crimes.
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Relevant Indian Laws

Law Provision

IT Act, 2000 Section 66E (Privacy Violation),
Section 67A (Obscene Content)

IPC (Indian Penal Section 500 (Defamation),
Code) Section 469 (Forgery), Section
383 (Extortion)

Bharatiya Nyaya Section 356 (Defamation),
Sanhita (BNS), Section 72 (Cyber Offenses)
2023

Data Protection Addresses unauthorized use of
Bill Al-generated content

Challenges in the Legal System
o Absence of deepfake-specific laws makes enforcement difficult.

o Difficulty in proving manipulation due to the advanced nature of Al

technology.
e Lack of trained forensic experts in courts to analyse deepfake evidence.
Need for Legal Reforms
e Explicit criminalization of deepfake misuse under cyber laws.

e Mandatory forensic verification of digital evidence in court cases.
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Strict penalties for those who create and distribute malicious deepfake

content.

6. Hypothesis Results

1. Deepfake technology has already infiltrated Indian society, affecting law

enforcement and judicial proceedings. The increasing use of Al-generated

media has created new legal challenges, making it difficult for courts to

authenticate evidence and hold perpetrators accountable.

2. Current laws are insufficient to address deepfake-related cybercrimes

and national security risks. The existing legal framework, including the
Information Technology Act, 2000, and the Indian Penal Code, 1860, lacks
specific provisions addressing deepfake threats. This has led to difficulties

in prosecuting offenders and preventing the misuse of synthetic media.

3. Blockchain solutions can offer effective safeguards by providing a

tamper-proof authentication system for digital evidence. By integrating
blockchain-based verification methods, courts and law enforcement
agencies can ensure the credibility of video and audio evidence, reducing

the risk of manipulated media being used in judicial proceedings.

By following this approach, Indian law enforcement and judiciary can
significantly enhance the reliability of digital evidence, minimizing the

legal risks associated with deepfake technology.

As deepfake technology continues to evolve, the need for robust legal
mechanisms, technological safeguards, and public awareness becomes
increasingly urgent. Strengthening legal frameworks, integrating Al-driven
detection systems, and promoting responsible digital literacy are essential

steps to mitigate the risks posed by deepfake technology
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7. Recommendations
1. Strengthening Legal Frameworks

e Amending the IT Act, 2000, to explicitly define deepfake-related

crimes.
e Introducing Al-specific regulations for evidence authentication.
2. Implementing Blockchain for Digital Evidence

¢ Blockchain technology ensures data integrity, non-repudiation, and

transparency in court proceedings.

e Decentralized storage can prevent tampering with video or audio

evidence.
Diagram: Blockchain-Based Digital Evidence Verification

Below is a simple flowchart illustrating how blockchain can be used for

verifying digital evidence:

1. Creation of Digital Content — 2. Blockchain Timestamping and Hashing
— 3. Stored in a Decentralized Ledger — 4. Evidence Verification by

Courts — 5. Ensuring Tamper-Proof Authentication

Creation of Digital content

Blockchain Timestamping and
Hashing

4

Stored in Decentralized ledger
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L

Evidence verification by court

L

Ensuring Tampered proof
identification
3. Developing AI Detection Mechanisms

e Mandating the use of Al-based deepfake detection tools in forensic

investigations.
e Encouraging private-public partnerships to counter deepfake threats.
4. Enhancing Cyber Awareness and Digital Literacy
e Nationwide campaigns to educate citizens about deepfake dangers.

e Encouraging media houses and social media platforms to integrate

deepfake detection Al.

5. Vipassana’s Technique profound mindfulness cultivates mental clarity,
emotional intelligence and compassion, empowering Al developers to craft
responsible, human centric Al systems that harmonize technology with

human values fostering a future where innovation serves the greater good.

6. Training Law Enforcement and Judiciary Judges, lawyers, and investigators must

receive training on deepfake detection and Al forensics.

7. International (cross-border) Collaboration
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e Collaborating with international agencies to establish global

regulations against deepfake misuse.

e Creating a standard Al verification protocol to ensure consistency in

forensic investigations worldwide.

As deepfake technology continues to evolve, a multi-faceted approach
integrating legal, technological, and educational strategies will be essential

to mitigate its risks and safeguard digital integrity
8. Conclusion

In conclusion, the fight against deepfakes requires a combination of legal
reforms, technological advancements, and public awareness. By
implementing robust policies and leveraging innovative solutions, India can
safeguard its legal and democratic systems from the dangers posed by
deepfake technology. The responsible use of Al, coupled with stringent
legal measures, will be key to ensuring that technological progress does not

come at the cost of truth and security.
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