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Abstract: Biometric system is used to identify a person based on their personal or physical 

traits. Facial, fingerprint, voice, and iris recognition are just a few of the biometric systems 

that are available. It is no longer safe enough to identify someone using a password or 

personal identification number (PIN). Iris recognition is considered to be one of the best and 

accurate form of biometric measurements compared to others because iris of every person is 

unique, it never changes during human life, time and highly protected against damage. In this 

work, a cipher text is embedded into a cover image by the steganography (LSB) algorithm, 

creating a stego image. The two level security techniques provide high embedded capacity 

and eminence stego images that are resistant to attackers. An iris image was generated from 

the MMU dataset and encrypted using the hybridize cryptography (Blowfish and AES) 

algorithm. Only a PNG image was used as the master or cover file.  
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1.  Introduction:  

With the recent advances in digital technology, the problem of information integrity and 

confidentiality is expanding at an alarming rate. A significant issue since the beginning of the 

digital age has been the transport of secure data over communication networks.[10] The 

majority of information is stored electronically thanks to advances in ICT. As a result, 
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information security has faced a significant problem [12]. To prevent any unauthorized 

access to Personal identification of information, a robust security technique is required. For 

the biometric system to be more robust, any technology that can both safeguard the template 

and improve performance must be used. [6] Because they include distinctive features that 

make each person unique, biometric signatures such as fingerprints, iris, hand geometry, palm 

print, and gestures have all shown to be effective methods for determining an individual's 

identification. [9] Cryptography and steganography are common methods for encrypting or 

hiding data by manipulating it. [19] The essential components of information security cannot 

be guaranteed by cryptography alone; as a result, additional techniques like steganography 

which is the second method for secure data transfer in a computer system are required to 

protect against threats like denial of service attacks and total information system failures [1]. 

Steganography is similar although it adds a different measurement to cryptography. The 

purpose of steganography is to create a stego object by enclosing a crucial message in a 

typical cover item (text, image, audio, video, etc.) and transmitting it to the intended recipient 

therefore the recipient who is not the actual owner will not be able to see it, because the 

secret data is not visible to the human eye [2]. The art and science of message concealing is 

what gives information security its secrecy, it protects a confidential communication's 

contents from nefarious individuals. The resulting stego-image can be transmitted without 

revealing that secret information is being exchanged [21]. When cryptography and 

steganography are combined, the security of iris image protection is strengthened against 

significant damage to picture appearance in steganography that is relatively easy to detect, 

even if a third party only uses one of these techniques to compromise the security of the 

protection. In order to enhance and complement one another, the algorithms were integrated 

[12]. This study only addresses the iris template security issue, which raises the possibility of 

iris image assaults. To secure an iris image maintained in a database, a hybridized system 

utilizing cryptography (Advanced Encryption Standard, or AES) and steganography (Least 

Significant Bits, or LSB) techniques was presented. The subsequent sections of the paper 

include: section 2, which reviews related literature; section 3, which outlines the 

methodology and describes performance metrics; section 4, which presents results and 

discussions; and section 5, which concludes the paper. 

2.  Review of related works:  

Numerous techniques have been proposed to protect the biometric (iris) templates from any 

unauthorized or accidental alteration. The following are a few of the suggested methods: 
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(Aliyu Ahmad et al., 2022). Securing Textual and Multimedia Data using Cryptography and 

Steganography Algorithm: This study gave a survey of the research on cryptography and 

steganography techniques for data security during the previous six years, from 2016 to 2022. 

The main objective of this research was to provide a comprehensive and systematic review of 

security models that use both cryptography and steganography in order to help researchers in 

their understanding of existing methodologies. At the cost of the research we discovered 90 

publications throughout the search and filtering procedure. Following the filtering, 20 

preliminary and relevant studies were discovered. They presented an overview and summary 

of both cryptography algorithms and steganography approaches. This study gave a 

comprehensive survey of modern cryptographic and steganographic techniques.  

(Ogundokun & Abikoye, 2021) conducted a research on a Safe and Secured Medical Textual 

Information Using an Improved LSB Image Steganography. In order to address the critical 

authentication issue, this also offered a modified least significant bit (LSB) technique capable 

of safeguarding and disguising medical data. The application was developed and run using 

MATLAB 2018, and it employed a logical bit shift operation. The results of the experiment 

demonstrated that the suggested method can ingrain medical data without producing a 

discernible stego picture fabrication. The study's main objective was to safeguard patient data 

in the digital health system. A modified least significant bit picture steganography technique 

was proposed in this study. PSNR and MSE are two performance metrics that were used to 

assess the suggested system after it was developed using MATLAB. There was an addition to 

the number of shifts. Comparing the suggested protected medical information system to other 

popular methods, it was shown to be effective in concealing medical information and 

producing undetectable stego pictures with mild entrenching falsifications. When compared 

to earlier research, the modified LSB picture steganography performed better, exhibiting a 

lower MSE value and a higher PSNR value than the traditional LSB approach 

(Jassim et al., 2022) Biometric iris templates security based on secret image sharing and 

chaotic maps: the proposed system used a technique for safely storing the iris template in the 
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database that combined secret image hiding and sharing to improve security and preserve 

privacy by splitting the template into two separate host (public) iris images. Only when both 

host images are reachable is it feasible to reconstruct the original template. Either the identity 

of the original biometric image is hidden by the host image. Biometrics-based authentication 

systems were able to improve security and privacy by storing the data as shadows across 

multiple sites instead of storing the whole set at one. Iris segmentation methods, feature 

extraction algorithms, a (2, 2) secret sharing and concealment are all included in the 

suggested biometric identification system. The standard color UBIRIS v1 data set is used to 

run the experiment and obtain results. The findings show that the techniques for protecting 

biometric templates from vulnerabilities can provide a countermeasure for those threats. 

Robust data encryption method based on a chaotic map preserves the security of iris 

templates kept in a central database. By employing the (2, 2) secret sharing technique, the 

template is split into two shares. One is stored in the database, while the other is on the user's 

ID card. The iris template is made secure by the fact that it can be kept in the database with 

just one share, which is concealed in a meaningful image. For the enrolled eye image, no data 

could be obtained. In this instance, unauthorised user access is prevented. In applications 

where security is crucial, this system will be more dependable and secure. The suggested 

secret sharing approach does not impair the performance of iris identification because it 

enables the restoration of the original iris template as soon as shadows become available. 

(D et al., 2022) explore the concept of an Enhance Facial Biometric Template Security using 

Advance Encryption Standard with Least Significant Bit. Steganography and cryptography 

are the two most often utilized techniques for data protection and concealment. They 

integrated the two in their study to strengthen the security of biometric templates. The 

advanced encryption standard (AES) and the least significant bit (LSB) technique were 

employed to encrypt the templates and safeguard them from hackers. The effectiveness of 

combining stenography and encryption approaches to increase the security of biometric 

templates is the main focus of this work. Individuals' live facial data were gathered from four 
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separate face samples. The steganography algorithm that has been created offers a facial 

template that is very secure against unauthorized access. According to the results, the training 

face biometric's recognition accuracy was 75%. Following assessment, more than 80% of the 

facial picture classifications were done correctly, with error rates, accuracy values, 

sensitivity, and specificity coming in at18%,95%,83%, and 75% overall. This demonstrates 

how effectively the system operated. 

(Prabhu et al., 2023) carried out a research on modeling of optimal multi key homomorphic 

encryption with deep learning biometric based authentication system for cloud computing. 

This study designs an optimal multi key homomorphic encryption (OMHE) with stacked auto 

encoder (SAE) based biometric authentication system for CC environment. The proposed 

OMHE-SAE model aims to encrypt the biometrics using OMHE technique and then 

verifications it using SAE model. In addition, the OMHE technique involves the optimal key 

generation process using sandpiper optimization (SPO) algorithm to effectively choose the 

keys for encryption and decryption. A wide range of simulation analyses take place on 

benchmark datasets and the experimental outcomes portrayed the betterment of the OMHE-

SAE More than cutting edge technology This study uses a novel OMHE-SAE model for 

biometric authentication in a CC environment. The proposed OMHE-SAE model includes 

various sub-processes such as miniaturization, MHE-based encryption, SPO-based key 

generation, and SAE based recognition. Enabling an optimal key generation process using the 

SPO algorithm maximizes overall performance and PSNR values. In addition, the decrypted 

biometric information determines whether the user is authenticated using the SAE model. 

Experimental results show that the OMHE-SAE method outperforms other methods. 

Therefore, the OMHE-SAE model can be utilized as an efficient biometric authentication tool 

in the CC environment.  

3.  Proposed methodology: 

The idea behind the adaptation of the steganography approach is to falsify secret data 

transmission while eradicating data suspiciousness via the utilization of the least significant 
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bits of data scrambling techniques. Considering the need to protect information and ensure its 

confidentiality, integrity, and availability. This study proposed the utilization of 

cryptographic and steganography techniques. Steganography technique focuses on hiding the 

important data (i.e the already encrypted data), unlike the cryptographic techniques that focus 

on manipulating the data using a key, making the data unreadable. Steganography differs 

from cryptography with the sense that it maintains the existence of data secret while 

cryptography maintains the contents of information secret. The study has it that cryptography 

and steganography are both at their finest approaches from a security point of view. And can 

be considered for providing secure and reliable communication. This can be achieved by first 

phase encrypting the message that is to be sent using any cryptography algorithm say, 

blowfish and AES algorithm as proposed. The encrypted message is then embedded in a 

cover image. The phase is the embedding of the message as proposed by this study is to be 

conducted using the Least Significant Bit technique which performed based on four bits. The 

LSB-based image steganography methods embed secret data in the least significant bits of the 

biometric template (i.e., the image) pixel value. Before the obtained secured stego-images are 

transmitted over the cloud and decrypted at the receiver end using the key. The third phase of 

the methodology encompasses the conductance of performance evaluation based on time 

metrics, and throughput evaluation metrics. The methodology described can be visualized in 

figure 1.  
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               Figure 1: Proposed steganography and cryptographic methodology 

3.1 Cryptography Techniques 

  AES is a popular technique that is perfect for encryption and decryption [20]. Blowfish was 

conceived in 1993 by Bruce Schneier as a fast, free alternative to existing encryption 

algorithms [2]. Since then, blowfish has undergone much analysis, and its reputation as a 

potent encryption method is gradually growing. Essentially, blowfish uses a variable-length 

key in a 64-bit block cipher. It's crucial to remember that the blowfish algorithm heavily 

relies on sub-keys, which are created prior to any data encryption or decryption. For this 

reason, the method is divided into two sections: data encryption and key expansion. A key 

with up to 448 bits can be expanded into many sub-key arrays, each containing 4168 bytes. It 

uses a straight forward procedure that is repeated sixteen times to encrypt data. A key-

dependent permutation and a key-and data-dependent substitution make up each round. On 

32-bit words, all operations are additions and XORs. Four indexed array data lookups are the 
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only extra steps done per round. Moreover, blowfish make extensive use of sub-keys. Before 

any data is encrypted or decrypted, these keys need to be pre computed. The key length of the 

symmetric block cipher Blowfish can vary from 32 bits to 448 bits. 

1. A predetermined string of pi's hexadecimal digits is used to populate the P-array and S-

boxes.  

2. Once all of the P-array's elements have been XORed with the key bits, the first element 

(P1) is now XORed with the key's first 32 bits, followed by P2 XORing with the second 32 

bits, and so on.  

3. The technique as outlined in the previous steps encrypts all strings that include zeros.  

4. The output from the previous step 3 is used to replace the P1 and P2 arrays.  

5. Using altered subkeys, Blowfish encrypts this output. 

 6. As a result of step 5, P3 and P4 in the P-array are altered. Until all four S-boxes and all P-

arrays are changed, this process is repeated. 

In total, Blowfish runs 521 times to generate all the subkeys and processes about 4 kilobytes 

(KB) of data.  

The P-array consists of 18 32-bit subkeys: 𝑃1, 𝑃2,….𝑃18 Four 32-bit S-boxes have 256 

entries each: 

 

                                                 The P-array consists of 18 32-bit subkeys: 𝑃1, 𝑃2, … . 𝑃18 

                                                 Four 32-bit S-boxes have 256 entries each: 

𝑆1,0, 𝑆1,1, … . 𝑆1,255 

𝑆2,0, 𝑆2,1, … . 𝑆2,255 

𝑆3,0, 𝑆3,1, … . 𝑆3,255 

𝑆4,0, 𝑆4,1, … . 𝑆4,255 

The proposed blowfish algorithm uses a Feistel Structure Algorithm and its working is 

explained below. 
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Figure 2: Feistel Structure of Blowfish 

Blowfish is a Feistel network consisting of 16 rounds. The input is a 64-bit data element, x. 

To encrypt, the algorithm below is proposed 

Algorithm 1: Blow-Fish  

Let dataset be X 

Divide x into two 32-bit halves: XL and XR 

For i = 1 to 16: 

    𝑋𝑙 =  𝑋𝑙  ⊕ 𝑃𝑖 

    𝑋𝑟 =  𝐹(𝑋𝑙)  ⊕ 𝑋𝑅 

   Swap 𝑋𝑙  𝑎𝑛𝑑 𝑋𝑟 

   Swap 𝑋𝑙  𝑎𝑛𝑑 𝑋𝑟 (𝑢𝑛𝑑𝑜 𝑡ℎ𝑒 𝑙𝑎𝑠𝑡 𝑠𝑤𝑎𝑝) 

   𝑋𝑟 =  𝑋𝑟 ⊕ 𝑃17 

   𝑋𝑙 =  𝑋𝑙 ⊕ 𝑃18 

  𝑅𝑒𝑐𝑜𝑚𝑏𝑖𝑛𝑒 𝑋𝑙 𝑎𝑛𝑑 𝑋𝑟 
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F(XL) is the function from algorithm 1, and XL is the 16-bit input for the function in each 

round. The function divides the 16-bit input XL into four equal halves of 4 bits each. Each 4-

bit half is then handed to an S-Box, and each S-Box produces a 4-Bit output. This suggests 

that four 4-bit outputs are produced by the four S-Boxes. The function's ultimate result, a 16-

bit output, is obtained by adding the four 4-bit outputs modulo and XORing them. In 

summary both decryption and encryption are exactly the same, except that 𝑃1,2,….𝑃18 are 

used in the reverse order. 

3.2 The working of the least significant bit  

Considering that each pixel on the proposed image dataset has three values: Red, Green, and 

Blue, which range from 0 to 255, or 8-bit values. To illustrate how this strategy operates, 

assume one wants to cover the word "hello" in a 4x4 image with the following pixel values: 

[(227, 14, 89), (55, 2, 50), (99, 51, 15), (15, 55, 22), (155, 61, 87), (63, 30, 17), (1, 55, 19), 

(19, 81, 66), (119, 77, 91), (79, 49, 50), (20, 190, 33), (35, 54, 190)]  

The proposed least significant bits translate the hidden message into decimal values and then 

into binary using the ASCII Table: 0110100 0110101. Iteratively over the pixel’s values, the 

algorithm translates the pixel values to binary and replaces each least significant bit with the 

message bits in sequence. (For instance, if 225 is 11100001, the algorithm replaces the last 

bit, the bit in the right (1) with the first data bit (0), and so on). This will only modify the 

pixel values by +1 or -1 which is not noticeable at all. The resulting pixel values after 

performing LSBS are as shown below:  

[(226, 15, 89), (54, 3, 50), (98, 50, 15), (15, 54, 23), (154, 61, 87), (63, 30, 17), (1, 55, 19), 

(19, 81, 66), (119, 77, 91), (79, 49, 50), (20, 190, 33), (35, 54, 190)] 

3.2 Embedding Phase 

The main steps in the embedding phase for the proposed steganography approach are 

shown in Figure 3.2. In the embedding phase, the following steps were proposed: 

GSJ: Volume 12, Issue 10, October 2024 
ISSN 2320-9186 1294

GSJ© 2024 
www.globalscientificjournal.com

https://www.hindawi.com/journals/scn/2021/6610678/fig2/


 

i. The first step involves using the advanced encryption standard to convert the message 

to be into an encrypted text. 

ii. Secondly, the secret encrypted message is converted into binary and thus a bitstream 

is obtained as the result of this step. 

iii. Dividing the obtained bitstream into a set of groups with three bits in each group. To 

this end, from the least significant bit, this study groups every three continuous bits in 

a group. 

iv. In this step, a set of pixels from the cover image is selected based on the key to 

embedding the secret message. It is to be noted that the number of pixels selected in 

this step is the length of the secret message. This is because every three bits in the 

secret message are hidden in four pixels of the cover image. 

v. Generation of the coefficient values with four coefficients. 

vi. Based on the bits in the secret message, an operation generates the message. 

vii. This step entails the performance of the executed operations over the coefficients to 

hide the secret message. 
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Figure 2: Embedding Phase 

 

4 Result and Discussion: 

Table 1: Execution time comparison  

 

File Size  BLOWFISH AES HYBRID 

 

(KB) 

   

EN* DE* EN* DE* EN* DE* 

75 0.21 25.55 0.23 26.21 0.16 22.21 

79 0.25 26.82 0.26 27.01 0.17 22.24 

80 0.30 27.91 0.32 28.00 0.17 22.27 
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83 0.31 28.05 0.33 29.12 0.17 22.30 

85 0.32 28.83 0.37 30.21 0.23 22.31 

87 0.34 30.01 0.39 31.00 0.23 22.55 

90 0.35 30.92 0.41 32.12 0.25 23.32 

91 0.35 31.05 0.42 32.98 0.27 23.37 

 

 

 Table 1 provides a comprehensive overview of the empirical outcomes derived from the 

application of three distinct cryptographic algorithms: BlowFish, Advanced Encryption 

Standard (AES), and their hybrid configuration, within the context of image steganography 

and crypto analysis. The focus of the analysis lies in the meticulous measurement of 

encryption (EN) and decryption (DE) times, quantified in milliseconds, across varying file 

sizes represented in kilobytes. 

Blow-Fish emerges as a stalwart in terms of consistent efficiency in both encryption and 

decryption processes across diverse file sizes. The encryption times, spanning a range from 

0.21 to 0.35 milliseconds, coupled with decryption times oscillating between 25.55 and 32.98 

milliseconds, underscore the algorithm's swift and dependable performance in facilitating 

image steganography. These findings position Blow-Fish as an adept solution for 

practitioners seeking expedited cryptographic operations. 

 Similarly, AES, the widely acknowledged encryption standard, exhibits commendable 

performance metrics across the specified file sizes. Encryption times, varying between 0.23 

and 0.42 milliseconds, coupled with decryption times ranging from 26.21 to 32.98 

milliseconds, affirm the algorithm's consistent and reliable efficiency. The steadfast nature of 

these timings reinforces AES as a robust and dependable choice for applications in image 

steganography and cryptoanalysis. 

 The hybrid approach, a strategic amalgamation of AES and Blow-Fish, aimed at synergizing 

the inherent strengths of both algorithms, attain competitive encryption and decryption times. 

Notably, encryption times ranging from 0.16 to 0.27 milliseconds and decryption times 

spanning 22.21 to 23.37 milliseconds underscore the hybrid model's efficacy in enhancing 

overall cryptographic efficiency. This amalgamated configuration serves as a promising 

avenue, leveraging the optimal attributes of each constituent algorithm to achieve a balanced 

compromise between speed and security. The graphical result for the encryption and 
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decryption time for each algorithm with their respective file size can be visualized from 

Figure 3 and 4. 

 

Figure 3: Encryption and Decryption Time Barchart 

Figure 3 depict the barchart of the excusion time comparism for different file sizes of the 

blowfish, AES (advance encryption standard) and their hybridization for both encryption and 

decryption with their colour representation. The result shows that the encryption and 

decryption of the hybrid is more efficient compare to the Blowfish and AES. 
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Figure 4: Encryption and Decryption Time Line chart 

     Figure 4 represent the encryption and decryption time line chart of blowfish, AES and 

their hybrid. The graph above shows that the AES encryption and their hybrid are most 

optimal compare to the others. 

   4.3.1 Steganography Embedding and False Positive Rate Accuracy  

   To assess the efficacy of the steganography embedding process, evaluation metrics, 

including Embedding Accuracy (EA) and False Positive Rate Accuracy (FPR), were 

investigated. 
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                    Table 2: Embedding and False Positive Rate Accuracy  

File 

Size 

 

Blow Fish AES Hybrid 

(KB) EA FPR EA FPR EA FPR 

75 95.21 4.2 92.33 6.2 99.99 0.3 

79 97.01 2.4 94.11 5.1 99.89 0.5 

80 90.99 7.9 89.01 10.2 99.88 0.6 

83 92.34 6.22 90.13 8.2 98.97 1.3 

85 97.44 2.55 96.21 5.1 99.97 0.3 

87 99.11 1.8 99.47 1.8 99.87 0.4 

90 99.99 0.5 99.92 0.3 99.99 0.3 

91 99.78 1.01 99.88 0.8 99.92 1.6 

 

 The table above shows the result of Blowfish, AES and their hybrid of embedding and false 

positive rate accuracy for both encryption and decryption, where the result of the hybrid for 

encryption and decryption are more optimal compare to Blowfish and AES encryption and 

decryption. 

 4.3.2 Mean Square Error (MSE) 

Mean square error (MSE) is the measure of an average of the squares of the difference 

between the cover image and stego image. Generically, the MSE metric indicates the pixel-

by-pixel difference between the cover image and stego image. The smaller the MSE value, 

the better the image quality whereas the higher the MSE value the greater the image 

distortion. The MSE metric is calculated as follows: 

𝑀𝑆𝐸 =  
1

𝑀 × 𝑁
 ∑ ∑[𝐶(𝑖, 𝑗) − 𝑆(𝑖, 𝑗)]2 … … … … 3.5

𝑁

𝑗=1

𝑀

𝑖=1
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where  𝐶(𝑖, 𝑗) and 𝑆(𝑖, 𝑗) are the illumination severities in the cover image and stego 

image, respectively. Moreover, M and N are the dimensions of the cover image and 

the stego image, respectively. The lower value of MSE means less difference between 

the two images. Furthermore, lower MSE indicates a higher quality of the stego image 

with higher transparency, and security. 

Table 3: Mean Square Error (MSE) 

Mean Square Error (MSE) 

File Size (KB) BF AES HYBRID 

75 357.14 326.09 468.75 

79 316.00 303.85 464.71 

80 266.67 250.00 470.59 

83 267.74 251.52 488.24 

85 265.63 229.73 369.57 

87 255.88 223.08 378.26 

90 257.14 219.51 360.00 

91 260.00 216.67 337.04 

 

Table 3 presents the Mean square error of the image cryptography and steganography 

embedding, which is a metric representing the efficiency of file size processing per unit 

execution time during both encryption and decryption phases in the context of crypto-

steganography. The pertinent data, encapsulating file sizes and corresponding encryption and 

decryption times, is extracted from Table 1 which is the evaluation metric for Mean square 

error. 

 4.3 Graphical Result Presentation  

   To enhance the user experience and ensure the practical applicability of the developed 

system, a graphical user interface (GUI) was meticulously designed and implemented.  
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 Figure 2 illustrates the encryption and embedding procedures applied to secret images 

sourced from the iris dataset. The left-hand side of Figure 4.1 depicts the chosen cover image, 

while the right-hand side showcases the iris secret image slated for embedding within the 

cover image. Initiating the encoding operation, denoted by the "encode" button, yields the 

integration of the secret image into the cover image, subsequently instigating the extraction 

and decoding processes. 

    Figure 4.4 provides a representative illustration of the system's functionality, showcasing 

the extraction process of a concealed image from the cover image. The visual representation 

comprises two images: the left-hand side exhibits the steganographic image, concealing the 

embedded secret image, while the right-hand side displays the successfully extracted secret 

image. The interface incorporates a prompt box, furnishing detailed information on the 

extraction and decryption time required for the secret image. 

   Additionally, the figure features an input key field, specifically designated for entering the 

encryption keys associated with the Advanced Encryption Standard (AES) and Blowfish 

algorithms. These keys are instrumental in decrypting the embedded image within the cover 

image. The utilization of a graphical user interface not only facilitates user interaction but 

also provides a seamless platform for initiating and monitoring the extraction process, 

contributing to the overall usability and accessibility of the system. 

 

 

Figure 4.3: Steganography and Cryptography encryption and embedding 
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Figure 4.4: Cryptography and Steganography extraction and decryption 

5. Conclusion: 

Iris detection as one of the most reliable biometrics due to it unique attribute.  It is used in 

many fields; Governments utilize the codes as a special way to identify people. Iris templates 

are vulnerable to both direct and indirect attacks, among other sorts of attacks. Each of these 

procedures takes two inputs: a stego picture and a cover image for retrieval. At the conclusion 

of each successful operation, there is only one output: an iris image for the retrieving 

operation and a stego picture for the securing operation. The hidden text message or stego file 

is embedded into the master file, but the tiny alterations that result are invisible to the human 

eye. In conclusion, it is shown that the system's strength lies in the steganography technique 

in place, which ensures a highly guarded iris template against unwanted access. In 

conclusion, it is shown that the steganography algorithm, which produces an iris image that is 

incredibly secure against unwanted access, is the system's strongest point. The issue of 

panicking about information that is in transit or saved in a database will be reduced, if not 

completely removed, in an information communication technology environment thanks to the 

system's security level. A stronger security platform is created when steganography and 

cryptography are used in iris recognition.  

6. Comparism 

This section compares the implemented hybrid cryptographic and steganography algorithms 

against some of the state of the art algorithms implemented by other authors. During the 

computational analysis, the computational time of the state-of-the-art cryptographic and 
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steganography algorithm is also classified as the encryption/decryption time of the stego files 

and cover files.  

Table 4: Result comparism 

S/N Authors   Image size and 

type  

Encryption 

time 

Decryption 

time 

GAR,FAR,TA

R 

1 (Biu et al., 

2018) 

Husain & 

Magaji 

(2018) 

JPEG Image 10 0.5 FAR = 1 

3 Mahmoud 

& Elshoush 

(2022) 

128bit 12.5% or 

0.125 bytes 

- - 

4 (Ammour et 

al., 2018) et 

el., (2018) 

- - - FAR = 0.12%, 

GAR = 98.75%

. 
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